


2

Contents

About the Study
Executive Summary
Accidental and Intentional Leaks
Leak Sources	
What Data Leaks Most
Leak Channels and Technologies
Leak Distribution per Country
The Largest Leaks in the Year 2010
The Most Expensive Leaks in the Year 2010
The Most Sensational Leaks in the Year 2010
          •   WikiLeaks
          •   FaceBook and MySpace
Conclusions
News Analytics
          •   Legislation
          •   Government
          •   Personal Data
          •   Banks
          •   Telecommunications
          •   Insurance

3
4
5
7
9

10
12
14
15
16
16
16
17
18
18
19
21
23
25
26



3

About the Study 

InfoWatch presents the latest issue of its annual analytical study of confidential data leaks, 
reported in the world in 2010. The study is based on a database that was maintained by InfoWatch 
experts since 2004. The InfoWatch leak database includes the incidents that took place in the 
organizations as a result of malicious insider attacks or careless acts of employees and were 
released in the mass media and other open sources (incl. web forums and blogs).  

Study Conditions and Relevance 
2010 was marked by an intense global interest in confidential data protection issues. In many 
aspects this interest was caused by the public response to a number of notorious leaks, published 
in the Russian and foreign mass media. A wide discussion of confidential data protection issues 
has opened new prospects for the development of the DLP market in 2011. Also, the discussions 
in the expert community and the law making initiatives (including those actively discussed in 
Russia) have pointed the key challenges and Issues of the growing industry.
 
Aims of the Study 
The aim of this study is registration and analyses of global confidential data leak incidents, 
maintaining daily updated statistics (allowing to determine trend dynamics and make forecasts), 
as well as evaluation of the current level of protection from internal threats in different types of 
organizations. This study also allows to determine the most frequent, dangerous and common 
ways to violate data security policies of the organizations. 

InfoWatch Leak Database Concepts 
At present, the InfoWatch leak database has more than 3000 reported leak incidents of confidential 
data caused by violation of internal security policies. The database includes confidential data leak 
cases corresponding to the following metrics: 
     •     The incident occurred as a result of malicious acts of insiders.
     •     The incident was caused by reckless actions of employees.
Confidential status violations caused by the external computer attacks are not considered in 
this report, because protection from such threats is provided by antivirus products, On the other 
hand, confidential data protection from the internal threats requires a comprehensive DLP system 
(sometimes combined with organizational measures).

Classification and registration of the leak incidents in the database are based on the results of the 
analysis, performed by InfoWatch analysts, where every leak case is assigned different attributes 
(organization type, activity area, leak type, financial damage), as well as metrics (channels, 
leaked data types), which allows to estimate the scale of the leak, analyze possible causes and 
forecast the consequences.
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Executive Summary 

Since not all incidents are publicly available — even in the countries where leak reporting is 
required by law — the statistics below should be considered not as exhaustive statistics but just 
a sample. 
 
In total, 794 incidents were registered by the InfoWatch analytical center in 2010 (2.1 leaks per 
day). The total volume of compromised data (with personal data) reached almost 654 million 
records. Taking into account the previous statistics, data latency and aging, it becomes clear that 
in developed countries at least one personal data entry regarding almost every citizen was once 
compromised. 
 
Fortunately, only a small part of the leaked data (that will probably be calculated next year) can 
be financially misused.

As compared with 2009, 
leakage growth has 
changed insignificantly. At 
the same time, analysts 
point out a considerable 
increase in average 
losses due to the leaks. 
This indicator increases 
from year to year, partly 
due to the concentration 
of personal data in data 
processing systems. Many 
enterprises refuse to 
process such data to reduce 
the risks. For example, it is 
very rare that companies 
that accept card payments 
(merchants) keep such 
data in their systems (this 

is prohibited by international payment systems), but there was a time when this requirement was 
often ignored. However, during the last few years such cases have become much less frequent 
because of the huge costs of the risks.

Concentration of data in data processing systems has also been stimulated by a rapid growth 
of remote commerce and services (especially via network). Remote services require personal 
data processing, just as the stores. Internet commerce and other Internet services (education, 
entertainment, gaming, ads, etc.) require a huge audience and, consequently, large databases. 
The world’s leading merchants, agents, payment systems and social networks store personal 
data of millions and even hundreds of millions of people, and each leak case can compromise all 
stored entries. 

Picture 1. "Leakage growth dynamics, 2006-2010"      
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Accidental and Intentional Leaks 

All the leaks are divided into intentional and accidental ones. Their intentional to accidental ratio 
(IAR) plays an important role in the analysis. It allows data protectors to work out the defense 
strategy, calculate the risks and properly allocate the budgets to various threats. 
 

Last year, the accidental to intentional ratio fluctuated 
around 60/40. This means that leak prevention methods 
should still focus on both leak types without precedence 
to any of them. Accidental leaks are easier to handle, 

because employees and data protection services act together. 

A typical example:  http://www.foxbusiness.com/story/markets/industries/finance/citi-apologizes-
social-security-gaffe/

Due to an operator error, a bank printed social security numbers (SSN) on the envelopes that were 
mailed to its clients (a tidbit for the attackers). In total, 60,000 numbers together with the names 
and addresses of the clients were compromised. The clients, the bank and the post office — all 
rushed to identify, eliminate and prevent the consequences. They all acted as one. According to 
the experts, the final risk was insignificant. 
 
In case of intentional leaks, we have to deal not with spontaneous factors like forgetfulness, 
mistyping, malfunction or virus but with actions of a rational human being – a malicious insider. 
Opposing a human being requires qualified data security personnel. In a case like this, a DLP 
system is a useful, but not sufficient tool. 

The outcome will depend on the ratio of the data protector’s skills, knowledge and experience of 
the malicious insider/hacker. Today, DLP systems provide a much better protection from accidental 
leaks than from malicious ones, because the latter still prevail with negligible gap. 

A DLP system prevents all accidental 
leaks and part of intentional ones

Picture 2. "Accidental to intentional leaks ratio, 2010"      
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Analytics have predicted an increase in the gap with the mass implementation of DLP solutions 
(the demand for them was postponed in connection with the post-crisis recovery of IT budgets in 
2009). A the same time, 2010 was marked by a significant growth in demand on such solutions — 
companies have lifted the freeze on blocked budgets and there was an intense interest to custom 
security solutions, including those to protect from confidential data leaks. So, the forecasted 
increase in the number of intentional leaks remains urgent due to the growth of the market and 
the number of implementation customers. 

Picture 3. "Accidental to intentional leaks dynamics, 2006-2010"      
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Leak Sources 

In this section, all enterprises that encounter public leaks are divided into three categories 
according to the protection methods acceptable or not acceptable to them. 
 
For each of these categories, the intentional to accidental ratio (IAR) is calculated separately and 
compared with the total IAR, which allows finding out characteristic features of an organization type. 
As it can be seen from the diagram, state authorities still account for a considerable percentage 
of all the leaks (16%), even though their share is less than that of commercial enterprises (70%). 

The IAR of all types of organizations differs insignificantly from the global indicator, which suggests 
that the concentration of malicious people and careless employees do not depend on the type 
of the organization. Managers, clerks and students are equally affected by the factors resulting 
in accidental leaks. For experts this means that the same leak protection tools and DLP policies 
can be used. 
 

Governmental bodies and commercial companies 
have their own kind of specific motivation systems and, 
therefore, different approaches to data leak protection. 
First and foremost governmental institutions in confidential 

data protection issues are regulated by the legislation and different acts and regulations of their 
superior bodies. The results are evaluated based on the total number of incidents, including 
those that actually happened or were prevented. The situation in non-commercial and public 
organization is similar. 

Different leak protection criteria are used in commercial structures, where profit comes first, 
including the leak protection area and overcoming the leak consequences. As a result of this 
difference in approaches, the same circumstances differently affect the statistics for these three 
organization categories. However, the effect of leak protection tools is about the same: only part 
of malicious attacks and almost all accidental leaks are prevented. 

Each 6th leak happens at a 
governmental body 

Picture 4. "Leaks ratio by source, 2010"      
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Picture 5. "Leaks dynamics by source, 2006-2010"      
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What Data Leaks Most 

From the beginning of observations InfoWatch analysts have identified three main categories of 
confidential information: personal data, state secrets and commercial secrets. 

Overwhelming majority of leaks are related to personal data. Such data are the most marketable, 
so the attackers usually deal with just this type of data. Personal data are the most common type 
of confidential information. Attributes of bank cards, social security numbers, etc. are processed 
by companies in millions. While manufacturing secrets and state secrets are present in unit 
quantities and not in all companies.

In addition, the presence of developed black market for selling leaked (stolen, passed away) 
personal data plays a prominent role in leaks. You can easily and quickly sell them. The risk is not 
too large. But it is very difficult to find clients for commercial and state secrets. As an illustration, 
let us see an example of leak of a part of Kaspersky Antivirus source code which was reported by 
press in 2010. Investigation has found that malicious insider was unsuccessfully trying to sell this 
source code during several months, but nobody offered him the requested price. In the end, the 
information was distributed on the network just for free. 

At the same time, there were no cases when malicious 
insider was not able to sell attributes of bank cards. In any 
way there were purchasers and the market price for this 
article of merchandise is well-known and established.

Leaks can be prevented not only 
by making it difficult to access 
confidential information, but also by 
suppressing demand for it on the 
black market  

Picture 6. "Leaks distribution on data types, 2010"      
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Leak Channels and Technologies 

Analysis of media types through which leaks have occurred gives us a possibility to evaluate 
probability of future leaks through specific channel. DLP systems and organizing measures on 
leaks prevention are expensive. It is difficult to put under control all the channels and information 
media. That is why it is necessary to know what channels (media) one needs to protect on a first-
priority basis in order to minimize the risks from the leaks of confidential data. 
 
Leaks through mobile computers and mobile media were extremely typical 2-3 years ago and 
earlier. Number of cases related to such leaks has not increased much last year. As it can be 
seen, a very large portion of leaks occurs through just this channel, amounting to 19%. This 
indicates that the introduction of encrypting is not being done fast enough.

At present market there are many offers of software realizations of strong encryption of media, 
including free ones. Despite this data operators are not rushing to implement them. One may 
suppose, that the reason for such low level of use of the encryption tools among users at present 
time is not just an unavailability or complexity of their implementation. In many cases personnel 
just doesn’t want to make additional efforts, often rather minor ones, or carelessly excludes 
possibility of loss, theft or hacker intrusion on confidential information.

According to InfoWatch analysts, introduction of mobile media encryption among companies 
will be continued but very slowly.  Everything that could have been introduced voluntary has 
been already introduced.  Any further distribution of encryption is possible only by means of 
administrative leverage – first at corporative and industrial branch level, then, possibly, at the 
state level. However, the number of mobile media in use (laptops and flash drives) constantly 
grows. Owing to that, the portion of mobile leaks can grow again. The task of distribution of 
encryption tools remains extremely urgent and its solution can be found in propaganda as well. 
Encryption tools vendors need to put more emphasis on educational work with end users. 
 

Picture 7. "Leaks distribution on channels, 2010"       

E-mail\fax
CD, DVD, flash drive, flash card
Laptop, PC
Other
Desktop,server, HD
Internet\Intranet
Not identified
Paper document
Backup media

7%2%

8%

5%

12%

5%

25%

16%

20%



11

Apart from this, it should be noted that the proportion between intentional and accidental leaks is 
very different for various types of media. For desktops and backups intentional incidents prevail, 
while for paper media and network access accidental incidents are typical. Such misbalance 
gives an opportunity for information security departments to plan introduction of protection tools 
in optimal ways and to save money. 

The most obvious differences (up to several times) between accidental and intentional incidents 
are observed in the «paper document» category. This category includes incidents that take 
place as the result of negligent operation of personnel with office equipment (such as printers). 
Especially often such leaks occur during automated high-volume print of paper letters, where, as 
it turned out, addresses are incredibly easily get mixed up and as the result the mail is being sent 
to wrong address.  Not all DLP systems are able to control even regular printers, not to mention 
the specialized ones (for envelopes) and copying machines. The vast majority of «paper» leaks 
are accidental, so it is possible to reduce this category by simple technical tools.

Picture 8. "Distribution of accidental and intentional leaks on channels, 2010"       
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Leak Distribution per Country 

Distribution of incidents on countries shows not only and not so much prevalence of leaks as 
their latency. In USA and UK the law requires mandatory notification of individuals about a leak or 
loss of their personal data. And this requirement is usually satisfied. Thereafter, the information 
usually appears in media and then in the leaks database of InfoWatch. 
 
Nonetheless, many leaks come into the public domain: not least of all, this happens due to high 
public interest in personal data subject that remains popular since 2007. It is evident, that latency 
(concealing) of leaks in US is the lowest. That is why analysts, while doing research, build on this 
criterion, normalized on population size. 
 
When notification about leaks became mandatory in UK in 2009, the rate of latency started to 
grow very quickly and almost reached that one in US. 
 

Since an average volume of personal data leaks is about 
1.4 million records, one can say that one or another record 
of almost every person in the world is compromised during 
a year. Fortunately, only rarely they represent attributes of 
bank cards or similar data that allow stealing money. In the 

USA and Western Europe they have managed to fight with harmful consequences of personal 
data leaks quite successfully. It is impossible to prevent all leaks but it is possible, needed and 
in common practice to reduce subsequent damage and indemnify for the damage suffered the 
person.  

A leak often results just in moral damage. It is also needed to take into account a reputational 
damage that is practically impossible to be evaluated and which effect can be of a long duration or 
postponed. Nonetheless, according to statistics, almost every person in the developed countries 
faced leaks of his/her personal data. It means that this problem affects each and everyone. 

After adoption of statute that obliges 
to notify about the  leaks, UK has 
almost reached the US rate of leaks 
latency 
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Table 1. "Leak distribution per country, 2008-2010"      
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The Largest Leaks in the Year 2010 

In February 2010, Microsoft encountered problems 
with authentication: it appeared to be possible to 
gain access to the accounts of other users. The 
Microsoft authentication database contained no 
less than 460 million accounts. 

Due to the failure of the authentication system, those users who logged in from mobile devices 
had access to the accounts of other people for several hours. Microsoft stated that the failure 
occurred for a limited number of users who have not been specified. However, the following is 
certain: someone was able to use the breach and, possibly, we are still to evaluate the result of 
this in the future. 

In July 2010, in Turkey, the malefactors who sold a 
database with the personal data of almost all of the 
country’s population (72 million, by the way) were 
arrested. 

This database in the form of a computer program contained the addresses and phone numbers 
of the citizens of the country, as well as other personal information that the malefactors could use 
in their interests. The program was especially popular among . 

In May 2010, in the UK, the police started to search 
the malefactors who downloaded and sold to 
spammers data from the database of the revenue 
service. 
 

The database with the data of 25 million taxpayers had been hijacked from the HM Revenue 
and Customs Service  of the UK. Investigation of the accident was initiated after the request 
made by a female resident of Bedfordshire county who received a letter with a wrong name. The 
investigation assumes that the database has been sold to at least three spam companies. The 
amount of damage has not been made public, but it is evident that it cannot be small.  

Failure of Microsoft 
authentification system —
460 000 000
compromised accounts 

Stolen taxpayer database   —
72 000 000
compromised personal data  

Largest UK taxpayer database  —
25 000 000 
compromised personal data  

The total amount of compromised data in 2010 is more than
650 000 000 records.  
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The Most Expensive Leaks in the Year 2010 

The largest fraud with medical data. 
 

Immigrants from the CIS founded more than 100 dummy clinics and were sending bills for 
allegedly performed services in the name of actual doctors. The investigation does not exclude 
that the fraudsters were bribing the personnel of existent hospitals to gain access to the databases 
of doctors and patients. It is established that, for example, about 3,000 people who allegedly 
underwent therapy in the hospitals founded by the fraudsters, at different times were the patients 
of the same clinic in Middleton, New York.  

http://www.compromat.ru/page_29938.htm

Stolen data of Octopus smart card users yield for 
fraudsters an income of 34 million dollars.

 
The personal data of the owners of smart cards were sold for 34 million dollars (44 million Hong 
Kong dollars). There have been issued more than 20 million cards in Hong Kong and more than 
a half of them (11 million) are in everyday use to pay for passage in public transport and for 
purchases in shops. The chip of the card allows use of Octopus as an access key to office and 
residential buildings as well. Now, all of the personal data of the card owners has been made 
available to extraneous people. 

http://www.chinanews.ru/news/hk/2132-28072010.html#ixzz1GkWV1gI0

Fraudsters were selling tickets using stolen personal 
data.   

38 people have been arraigned on suspicion in a series of fraudulent operations with the 
participation of «black» travel agents who used stolen personal data of bank card holders for the 
purpose of getting multimillion profits while ordering air tickets for their clients. It is interesting that 
the majority of «black» broker clients knew that the tickets were purchased illegally, however the 
desire to buy a ticket for a price of 70-250 dollars outweighed the boasted habitude of US citizens 
to abide by the law. Profit seeking clients of the «black» travel agents have been arraigned on 
criminal participation. 

http://www.databreaches.net/?p=12448 

USA, $35 000 000

China, $34 000 000

USA, $20 000 000

In 2010 financial loss from leaks has amounted to more than  
$200 000 000
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The Most Sensational Leaks in the Year 2010 

The largest event of the year in the field of leaks was 
the rise and following prosecution of WikiLeaks – the 
specialized hosting for leaked data.  

Amazingly, that during 2-3 years of its existence WikiLeaks, generally speaking, didn’t attract much 
attention to itself, but literally just in one moment it has become a newsmaker on a global scale. 
Thousands of news items invaded not only the Internet but also television and radio broadcast. 
It seems that targeted audience of the portal was reached - in fact, its founders mentioned mass 
media as the main service receiver of WikiLeaks. Note, that not public and community, but mass 
media, wherefrom it is possible to draw a conclusion that creation of this «sensation» supported 
by every information channel actually was the main goal of WikiLeaks. 

One can only suspect what the true goal is. At the same time, one shouldn’t exclude a version that 
WikiLeaks platform was chosen for publication of top secret information of world governments 
because it was already known, although not on such scale as today. It is evident that other 
insiders who will decide to give secret documents into public will look up at WikiLeaks experience. 
Therefore, it is true that such a monopolisation of leaks is more dangerous for the insiders 
themselves - it will be easier to determine insiders, easier to censor publications, and easier to 
introduce false information into truthful leaks.
 
However, after worldwide scandal took place WikiLeaks has become global brand with no 
alternative to it, and according to analysts forecasts there won’t be massive cloning of portals of 
this type. It is fair to say that the WikiLeaks case can be regarded as unique, both in its format and 
scale. It is also unlikely that new similar resources, even if they appear, would be able to surpass 
this result. Despite all disputability of leaks, WikiLeaks helped to raise an issue of confidential 
information to the global level and that forced general public to make analysis of all possible 
risks from leaks and also created perspectives for growth of market for vendors of corresponding 
solutions. 
 

In 2010, accidents associated with leaks and the 
compromise of data in social networks has become 
demonstrative in terms of «for your information» trends 
for specialists in the field of information security.  

Breaches in security systems that allowed the unlimited stealing of user data, hacker attacks, and 
illegal actions of the owners of resources associated with the provision of user identification data to 
commercial companies – all this spells out the need for the elaboration of the integrated methods 
of information protection for such platforms. In fact, social networks are gradually becoming 
operators of personal data – maximum openness on the Internet is not already regarded by 
users as a potential hazard to safety – personal data (such as phone numbers, addresses, place 
of employment, and personal photos) are published without a second glance as to the possible 
risks.

WikiLeaks

FaceBook и MySpace 
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Conclusions 

During all of 2010, the topic of confidential information protection from leaks has been actively 
developed due to the sensational incidents that gained wide public and mass media resonance. 
The large role in this process has been played by growing pressure from regulators that proposed 
the number of law making initiatives that made the requirements for the protection of confidential 
information more rigorous. 

At the same time, active discussions have not affected the dynamics of leaks that increases 
(insignificantly but constantly) due to the continuous growth of corporate information volumes 
along with a quite slow introduction of protection and encryption tools. 

The overall number of leaks continues to remain on the level of about two incidents per day. The 
proportion of accidental leaks, that so far was demonstrating a tendency for its reduction, stopped 
reducing and has increased by 10%, while the proportion of intentional leaks reduced (by 8%). 
Such a tendency means that today document control systems do not protect you from incautious 
and intentional user actions. As before, the great number of incidents occurs due to the loss of 
mobile computers and flash drives with unencrypted information. 

The number of leaks through the Internet has slightly reduced, but at the same time there 
has appeared a tendency of personal data leaks through social networks that will be possibly 
regarded as operators of such data in just several years. The paper medium remains very topical 
in incidents statistics because personnel still pay little attention to information protection when 
printing information to printers. The rate of data leaks through this channel has increased by 8% 
in 2010 compared to 2009. 

The latency of leaks is high in all countries except the US and UK where regulations require 
notification about incidents. The specific number of leaks (public and latent) can be estimated 
as 2 incidents per year per one million people. The problems of leaks can be solved only by a 
programme of organisational and technical measures.  In this regard it should be noted that at 
present time data security is provided technically only by DLP solutions. All other products protect 
components of IT infrastructure rather than data. 
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News Analytics

Legislation

The tightening of penalties for Data Protection Act violation in Great Britain. The government 
proposed the introduction of a punishment for law violations in the form of imprisonment for a term 
of up to two years; the other initiative concerns an amendment of the law establishing penalties up 
to £0.5 mln in some exceptionally grave cases of data protection violation. According to the Data 
Protection Act (DPA) of Great Britain, criminal liability is established for acquisition, disclosure or 
transmission of personal data to the third parties as intended or unintentional act and without the 
consent of the data operator (all private companies and most government institutions). 

As is seen in the above, in Great Britain, punishment is given for the violation of the established 
order of personal data protection and data leaks. The latter offence is considered to be graver and 
is punished more severely, which is not surprising.  To put this in perspective, in the USA, personal 
data leak/loss/disclosure only invokes a penalty, while the improper storage of information does 
not incur any criminal or administrative liability. 

In Russia, liability for personal data leakage is not established as yet.  Instead, the violation of 
the established data protection rules carries a punishment.  This means that any violation of 
the regulatory requirements incurs a financial penalty, even if the protected data holds no value 
whatsoever. While in the case of a personal data leakage, nobody is held responsible, if all the 
papers are executed in the right way. The results of the above comparison state that Great Britain 
implements a more coherent and balanced approach to personal data protection. 

http://www.thehrdirector.com/legal_updates/legal-briefings/3341   

Swiss parliament endorsed a bill of disclosure of its largest bank clients’ names.  Under 
the agreement reached between the USA and Switzerland in August 2009, UBS (the largest 
Swiss bank) should have disclosed the names of its 4450 clients suspected of tax evasion.    The 
case drags on since 2008 when the US Department of Justice launched the investigation of 
tax evasions by the Citizens of America, and UBS bank helped the wealthy Americans to hide 
their untaxed assets in secret Swiss accounts. It resulted in filing a suit to the Court of Miami in 
February 2009 according to which UBS bank in Switzerland with the largest assets should have 
disclosed the names of 52000 Citizens of America suspected of hiding their assets or evading 
taxes. Later, the USA shortened the list down to 4,450 names, and in August 2009 the countries 
signed the Agreement under which the USA promised to withdraw the suit in exchange for the 
names of 44,50 Americans possessing bank accounts offshore  in Switzerland. 

Swiss banks disclosed their customers’ personal data several times before, at the request of their 
own law enforcement authorities and those abroad, including cases of unauthorised data leakages. 
The times have changed and, starting from 2001, it is less expensive to gain the reputation of an 
accessory of terrorists and drug dealers than that of a violator of bank secrecy.  That is the reason 
for the Swiss bankers and the Swiss government to start giving out the necessary information. 
However, the Parliament decided to adjust the balance between “freedom” and “safety”. Or could 
it have perceived the wind of change? 

http://www.domain-b.com/companies/companies_u/UBS_Warburg/20100609_swiss_parliament.html   
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Government

Data on leading politicians leaked in Holland.  The addresses, telephone and mobile phone 
numbers, work and home e-mail addresses of politicians, all members of PvdA political party and 
a number of their sponsors, became available to the public at large on the Internet. Except for 
the personal data of PvdA members the list contains confidential information about the members 
of the Dutch Parliament as well as several members of the European Parliament. Google has 
indexed the file.

It is commonly known that The Netherlands acceded to the Convention for the Protection of 
Individuals with regard to the Automatic Processing of Personal Data. It also participated in its 
development. The non-profit organisation (party) should also protect the personal data of its 
members. This leakage will not inflict any material loss on the subjects of personal data. It is 
impossible to steal money with the help of this accidentally released personal data to the public. 
However, the incident will definitely cause some harm to the party’s reputation. This means that 
funds will be spent to compensate for the negative consequences, to enhance protection etc. 
Thus, the situation seems to be quite contradictory. The Convention was meant to protect people 
from fraudulent activities, “carders” and material loss in the first place. As a result of such a loose 
definition of personal data, in cases similar to this one, the Convention does not protect anyone 
from losses, but on the contrary it actually causes losses.  

http://www.spaink.net/dutch-data-breaches/#2010-02-25

Germany and Great Britain are willing to purchase stolen bank data.  Britain has entered 
into negotiations with Germany to purchase data stolen from a Swiss bank in an effort to discover 
the details of accounts hidden in the country by potential UK tax evaders. Germany approved the 
idea of purchasing the CD containing data on the financial assets of approx. 1,500 clients of a 
Swiss bank from a Swiss informant. Despite the fact that the same criticism is likely to be leveled 
at the Revenue & Customs, the UK tax authorities approved the purchase of information towards 
the taxes planned for collection in the future. The governments of The Netherlands, Belgium, and 
Australia have also signalled their willingness to buy data from the same disc relating to their 
citizens. 

Many people protest against the purchase of such “leaked” data based on ethical grounds. They 
say that certain actions permissible for covert actions of the Secret Service are totally unsustainable 
for public actions of a tax authority. There are some pragmatic reasons behind such “ethics”. 
When buying data acquired by criminal means it seems like the state encourages other insiders 
to commit further offences , including its own country. Who can guarantee that in the future some 
German bank clerk will not copy a confidential database with the intention of selling it?

http://www.ft.com/cms/s/0/dcfc9a5c-1296-11df-a611-00144feab49a.html?nclick_check=1 
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The largest European database – welcome to chaos! The safety of the largest database in 
Europe containing approx. 90 million records has been violated on numerous occasions within 
the last few years by the employees of the Court of Her Majesty the Queen of Great Britain, 
Department for Work and Pensions and other ministerial departments. As reported by the British 
version of Computer Weekly, right from the moment the DB was created in 2005 the public sector 
workers were repeatedly caught snooping on personal data stored by the Department for Work 
and Pensions. Thus far, approx. 180 CIS users are known to have breached the Enterprise 
Information System by looking up personal data about or on behalf of their friends, relatives, 
acquaintances, colleagues and celebrities. Approx. 200,000 people have regular access to the 
database!  

Violations of the rules are being revealed and the perpetrators are being punished. The Security 
Service does not waste its efforts to conceal the incidents, and protective measures are not 
reduced to paperwork like in many other countries. Considering a huge amount of database users 
(200,000), the result is better than could have been expected. It is important to note that all of the 
above-mentioned violations were related to insiders and their abuse of authority. 

http://www.computerweekly.com/Articles/2010/07/16/241990/HM-Courts-Service-staff-breached-
government-da tabase-of-personal.htm     

USA. Cosmic sale of computers containing confidential NASA information. The National 
Aeronautics and Space Administration NASA is selling computers with restricted data under one 
of the SpaceShuttle Agency projects. Kennedy Space Center in Florida - one of four NASA sites, 
cleared the release of 14 computers to the public. Further inspection revealed they contained 
restricted data on Space Shuttle program, which (according to the regulatory documents for 
export control) may not be exported outside the territory of the USA. Moreover, the audit found 
hard drives that were missing from Kennedy and the Langley Research Center in Virginia. Later, 
some of the hard drives were found inside a publicly accessible dumpster. 

In general, as can be seen from the description of incidents, they could not have caused any 
major consequences. The information did not belong to National Security Information, commercial 
secrets, or personal data. For many years NASA have been using Data Leak Protection (DLP) 
system, which controls network gateways, printers and recording to removable media devices. The 
situation proved invalidity of security policy of the National Aeronautics and Space Administration 
NASA. As the incident was timely eliminated, further examination is under way. Enforcing the 
encryption of hard drives can provide a full degree of protection. Even introduction of a proprietary 
encryption system instead of the free system (like TrueCrypt) will be cheaper than enforcing a 
bureaucratic procedure of erasing the content of hard disks of “retired” computers. 

http://www.theregister.co.uk/2010/12/08/nasa_disk_wiping_failure/  
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Personal Data 

Great Britain. Personal data of millions of LADBROKES betting shop clients offered for 
sale. The investigation was launched after the editorial office of The Mail on Sunday was offered 
personal information of 10.000 Ladbrokes customers and access to the database containing 
personal data of 4.5 mln people in Great Britain and abroad. The database was offered for sale 
by a mysterious Australian, who claimed to be a computer security expert who had worked at 
Ladbrokes in Britain 2 years ago. He also claimed that he obtained the data through his assistant, 
who was trying to sell it on. 

Later the editorial office of The Mail on Sunday received another e-mail from the Australian saying 
that he was ending the negotiations related to sale of the sinister database. He said that his initial 
intention was to tip off Ladbrokes about the possible security breach, but then he decided it would 
be better to contact the media.   

Why was he trying to sell the database to the mass media?  Why didn’t he sell it quietly on the 
informal black market? This would be much safer. The reason is that the database in question is 
of little real value.  It does not contain data leading directly to money, like credit card details, Social 
Security numbers, and passwords. Surnames and addresses do not present much monetary 
value. Carders, hackers, phishers, spammers, and other intruders would not take such data even 
as a gift.  The only possibility left would be to give the incident some publicity in order to cause 
troubles for the betting shop. 
 
Conclusion: not all personal data is equally critical and valuable. There are various categories of 
personal data that require different degrees of protection.  There is no need to protect every bit of 
information using every reasonable endeavour and expenses! 

http://www.dailymail.co.uk/news/article-1245622/For-sale-Personal-details-millions-Ladbrokes-
gamblers.html   
 
Student loan company: data on 3.3 million people stolen. The headquarters of Educational 
Credit Management Corp (ECMC), a company that guarantees federal student loans, reported 
that personal data on about 3.3 mln people has been stolen. The stolen data included the names, 
addresses, Social Security numbers, and dates of birth of borrowers, but no financial or bank 
account information. 

Social Security number (including name and the date of birth) can be sold in the black market 
for 16-18 US dollars. Taking into account a bulk discount, the thief can get around 20-30 million 
dollars. Quite a sum! Perhaps no employee can resist such temptation.  

When it comes to small companies, whose databases contain the personal records of dozens or 
even hundreds of customers, you can shun the temptation. However, when information systems 
of a federal scale are concerned containing millions of records, one can be tremendously 
tempted. Super large information systems require fundamentally different protection measures, 
For example, a full-featured DLP-system. All the more so, the first eliminated data leakage will 
compensate for the costs.

http://updatednews.ca/?p=10521



22

AT&T info dumped in local’s recycle bin. Resident of Florida found in her recycle bin hundreds 
of files containing personal information of AT&T cell phone customers, including credit card 
numbers, driver’s licenses and Social Security numbers. The investigation revealed that the 
documents dumped in the bin were contracts for AT&T wireless service customers dating back to 
1999 – 2000. 

It is commonly known that the destruction of paper records consumes more time and effort 
than the purging of electronic files. Besides for the consumption of working time (which is really 
expensive in the USA), it requires special equipment, which might not always be ready at hand. 
The purging of electronic documents is easier, quicker, and cheaper as well. However, from time 
to time we come across articles about someone finding confidential data on “retired” hard drives 
that were not securely erased. When the manager of some enterprise calculates the feasibility of 
changing over to electronic data processing, he often overlooks one element of the chain, which 
is the cost of document disposal/recycling when their life cycle is over. In case the documents 
contain a large amount of personal data, most of them require destruction. Thorough destruction 
of each paper might be more expensive than the cost of media plus printing. While printers are 
getting cheaper by the day, the price of shredding machines is steadily going up. 

http://www.news4jax.com/news/23673377/detail.html  
 
USA. APPLE employee lost his iPHONE containing customers’ confidential data. The story 
is quite obvious: one of Apple employees lost his iPhone in a bar. This exposed subscribers’ e-mail 
addresses together with the associated personal identification numbers, known as ICC-ID and 
used to authenticate the subscriber in the AT&T network cooperating with Apple. These numbers 
are unique and are used to identify the SIM cards. Preliminary figures indicated that 114,000 user 
accounts have fallen victim to spam and hackers.  The experts say that there might have been a 
leakage of confidential data of each and every cell phone owner in the USA. Apple, AT&T and the 
White House refused to comment on the situation. How will these events affect Apple and AT&T? 

It would seem that large-scale manufacturers like Apple and Microsoft could independently 
develop cryptographic communication systems for their own OS. Reliable software for hard drive 
encryption is produced by third parties. Obviously it was inconvenient, unethical (or may be even 
prohibited) for the employee of iPhone manufacturing company to use the third party software. 
What else might account for the fact that the hard disk of the cell phone containing confidential 
data had not been encrypted? 

http://gawker.com/5559346/apples-worst-security-breach-114000-ipad-owners-exposed 
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Banks

USA. 22 banking breaches so far in 2010. There have been 171 reported data breaches in the 
USA so far in 2010, and 22 of these involve financial services companies. This means that this 
year has already seen more than one-third of the 62 banking-related breaches reported in all of 
2009.   
     •    Business/retail – 44%   
     •    Medicine/healthcare – 23%   
     •    Government/military – 15%  
     •    Financial institutions – 11.7%  
     •    Education – 7%   

It looks like the statistics of data breaches according to industries comes close to the statistics 
of personal data. This means that the number of incidents is proportional to the number of 
employees and registered customers in respective industry. The previous years showed a 
significant difference in the education field. US institutions of higher learning and schools used to 
provide a worse degree of protection. This year they improved, while the government institutions 
let their guard down. The probability of data leakage is about the same in all industries. 

http://www.bankinfosecurity.com/articles.php?art_id=2321&opg=1

Mobile banking CITI for IPHONE – convenient and ... unreliable. In the end of July Citigroup 
Inc., USA made a statement that its free mobile-banking application for Apple iPhone contained 
a security flaw that might result in confidential data leaks. Citigroup and Apple advised their 
customers to upgrade the application to a newer version that corrects the problem. The incident 
affected approximately 117600 iPhone owners, whose phones were registered with Citi. The 
bank does not believe any customers’ personal data was exposed by the flaw. Citibank, with an 
estimated 800000 mobile customers, ranks No. 5 in mobile banking. 

This incident is an excellent example of the ageless truth: device protection should be constructive 
and built-in; while «external» or «add-on» protection cannot be reliable. Smart-phone developers 
were not concerned about the built-in encryption of the hard drive (flash-drive) of their phones. 
The developers of «bank-client» applications also saved money on protection in order to come to 
market on time. This results in possible data leakage, spikes in smart-phone thefts, and additional 
income for the developers of cryptographic data protection software. 

h t t p : / / o n l i n e . w s j . c o m / a r t i c l e / S B 1 0 0 0 1 4 2 4 0 5 2 7 4 8 7 0 3 7 0 0 9 0 4 5 7 5 3 9 1 2 7 3 5 3 6 3 5 5 3 2 4 . 
html?mod=djemalertNEWS   
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USA. Bank of America claims ex-employees stole databases. Bank of America has claimed 
in a lawsuit filed last week to the Supreme Court of the State of New York that four ex-employees 
copied the password-protected confidential database as they left the company. Except for trade 
secrets, the database also contained some personal data, namely: customer names, addresses, 
phone numbers, and e-mails. According to the perpetrators, the bank management allowed them 
to copy this data under a protocol agreed on by some banks. The Bank of America said it had not 
signed up for the protocol. 

The insiders copied the data quite openly and pursuant to their technical privileges in the bank 
information system.  According to some agreements, financial advisers and brokers have the 
right to obtain and make use of the clients’ personal data. Not any type of data though. Such 
«sensitive» data as Social Security numbers or credit card details is naturally out of bounds for 
them, while the use of other data is restricted by many conditions. This argument is all about the 
violation of these conditions. In the USA, all personal data (except for the data specifically listed 
above) is not considered to be confidential. The same applies to Europe and Russia. While in 
North America, the approach is completely the opposite: only certain personal data is declared to 
be confidential (the one that permits stealing money), while the rest of the data is by default open 
to public.

h t t p : / / w w w. i t w o r l d . c o m / s e c u r i t y / 1 3 0 8 6 0 / b a n k - a m e r i c a - c l a i m s - e x - e m p l o y e e s - t o o k - 
databases?source=itw_rss   

The largest bank in Spain sends thousands of statements to wrong addresses.As a result of 
an error the largest Spanish bank Santander printed out and sent by post personal data of about 
35000 customers to third parties.  According to the Data Protection Act, such error might cost 
the bank £500 000 fine. The bank says a glitch with one of its printers led to the error. The bank 
is uncertain exactly how many customers are affected but it says it will be no more than 35000. 

According to InfoWatch statistics, about 20% of all confidential data leakages happen with paper 
records. Primarily they happen with personal data. Only 6% of leakages happen via e-mail. 
The point is that printers are a thing of the past. They are not designed to track and block data 
leakages, although a full-scale DLP-system can work together with them. A small glitch during 
an automated printout and thousands of paper letters are sent to the wrong addresses. If you 
add some laziness of employees (in this case even DLP-system is of no help) and thousands of 
restricted documents are sent to the dumpster, where they will be picked up by the «trashdivers”. 

http://www.moneysavingexpert.com/news/banking/2010/12/santander-sends-thouysands-of-
statement-to-wrong-addresses
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Telecommunications

ORANGE mobile service provider permitted leakage of customers’ e-mails. British subsidiary 
of the leading French mobile service provider Orange accidentally shared the email addresses of 
more than 300 customers.  In the process of marketing mailing across the customer database, the 
company accidentally failed to hide email addresses to which the message was sent. 

Every good initiative can be reduced to an absurdity by the post-industrial society. The rest of 
the world laughs at its political correctness. The war against the terrorists has transformed from 
a tragedy to farce, and the chasing of paedophiles into a tragedy.  Intellectual property rights will 
soon become an impediment to progress, although initially they were designed and implemented 
as a stimulus to progress. The protection of personal data development goes along the same 
lines. At the same time, the black market of spammers is truly a parallel dimension. If you ask 
the price of email addresses, you will get a figure of approx. $50-80. Your next question will be 
– per glass or per kilo? The answer is per million. You cannot buy email addresses in smaller 
lots. The thing is that spammers can never be caught and you can hardly file a suit against them. 
While a large and rich mobile service provider is a great target. The whole publicity is a blow to 
its reputation, despite the fact that the situation looks funny. A small reminder to all colleagues: 
instruct your personnel, and use organisational measures for data protection, as they are of the 
same importance as technical ones. 

http://www.theregister.co.uk/2010/02/10/orange_shares_email/  

Employee of the largest telecommunication company in the USA SPRINT-NEXTEL 
disclosed information to cocaine dealer. The girl repeatedly accessed the phone logs of Drug 
Enforcement Administration Agents and disclosed this information to Michael Olsen, the head of 
a large cocaine conspiracy. He used the information for locating and killing the witnesses.

A lot of IT specialists are getting requests from their acquaintances «to look up certain something 
in logs».  If this occurs they do understand that they are violating the secrecy of communication. 
This secrecy is of an abstract nature for them. It is rarely specialised in more detail. “If only I knew 
that he... I would have never...» that’s how offenders violating the secrecy of correspondence and 
phone conversations justify their actions. The same excuses were offered by the heroine of our 
story. She managed to prove to the government that she “didn’t know how Olsen was using the 
information”. However, it is obvious that at least she was suspecting something.

http://www.databreaches.net/?p=15501
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Insurance 

British insurance company lost 8 notebook computers containing customers’ personal 
data. The data contained in the notebooks was not encrypted, but the computers were protected 
by passwords. The inside report states that the insurance company does not know the exact 
whereabouts of computers at the moment, and there was not enough safety measures taken.  

In addition, the report says that the managers of the company did not realise that the storage 
of personal data on computers requires additional measures to protect data, which were never 
implemented. 

There is a method that enables the taking of the necessary measures beforehand and not after 
the incident, which is known to the military as a «training alert». Civil institutions can implement 
the same thing in the following way. The manager picks out several mobile computers, compact 
disks, or flash drives at random, takes them away and pronounces them “hypothetically stolen”. 
Upon this announcement, the employees make a list of the hypothetically lost data, compose 
required by law hypothetical notifications, and calculate hypothetical losses. In case the data was 
not encrypted, the employees get administrative punishment - in this case, the real one instead 
of hypothetical. A couple of these trainings make employees encrypt all mobile data media under 
their own steam. 
 
UK insurer hit with the biggest ever customers’ personal data loss fine. Financial Services 
Authority of Great Britain imposed a fine of £2.3 mln for the leakage of personal data of the UK 
citizens on to Zurich Insurance company. The missing back-up of data stored on a disk contained 
46,000 British customer records including some bank details. The storage medium went missing 
in the South Africa in 2009. Even worse, it took a year for Zurich UK to hear about the loss. Initially 
FSA imposed the fine to the sum of £3.25 mln, but then knocked a third off the amount (down 
to £2.3 mln), because the Zurich company agreed to pay it immediately. According to the FSA, 
Zurich Insurance company will pay the biggest ever fine in the history of Data Protection Act. 
InfoWatch). Earlier HSBC was fined £2 mln by the FSA after one of its subsidiaries lost personal 
data. Back in 2007 it also hit Nationwide company with a £998.000 slap. 

It would be interesting to match this story with Russian legislation. In this country, fines are provided 
not for the incidents with personal data, but for the violation of the data protection procedure. 
The fines (although less in amount) are regularly imposed on operators for the violation of the 
established order of data protection, and not for the data leakage itself. As a rule, the leakage 
of personal data in the RF (which can be witnessed by anyone visiting an open market selling 
CDs) does not involve a penalty. Thus, the major efforts of Russian data operators are aimed 
at «complying with the procedure», and not at data leakage prevention. Such fines would make 
British data operators take great care of the result rather than the procedure itself. 

http://www.theregister.co.uk/2010/08/24/data_loss_fine/ 

 


